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Abstract

Aim: The insider threat is a severe issue in cyber security. Insider threats are largely overlooked by most companies. Workers, system
administrators, and outside contractors all have access to confidential company data. It is critical for the organization’s finances and reputation
that such sensitive information is kept secret. If sensitive information were to escape the hands of even a tiny percentage of the authorized
workforce, it could cause catastrophic financial losses. Protecting a company from the potentially disastrous actions of its own employees
presents a formidable challenge, and identifying and eliminating the insider threat is a crucial part of that. This study aims to determine the
types of insider threats that can exist within an organization and the best methods for countering them.

Methodology: Research on the topic of insider danger is summarized in this paper. Insiders (representing types of insiders, motivation, insider
access, methods used by insiders, insider profiling, and levels of insiders); Threat Detection Methods (describing methodology, techniques,
datasets used to implement various insider threat detection techniques, and different analyzed user behavior); and Insider Threat Analysis
(describing the various analyzed behavior of the user) are the three categories into which the research has been sorted.

Findings: Within today’s increasingly digitalized businesses, dishonest employees pose a significant risk. Since the global changes in the
business environment, insider threats have become a problem for most companies. There has been an increase in the insider threat since 2019,
and one primary reason is the widespread adoption of cloud computing and bring-your-own-device policies for remote work.
Implications/Novel Contribution: Future studies are encouraged to improve threat detection methods, evaluate the efficacy of existing
methods using a real-world dataset, and adopt a hybrid approach to developing effective models for detecting insider threats.

Keywords: Analyzed behavior of insiders, insider threats, insider threat detection techniques, types of insiders, metric evalua-
tion.
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INTRODUCTION

Organizations worldwide need help keeping up with the sophisticated hacking methods of cybercriminals
due to the rapid pace of technological change. Unfortunately, while many businesses take precautions against
hackers on the outside, they often overlook the threat posed by employees. An insider threat is "a person who has
the potential to harm an organization for which they have inside knowledge or access," as stated by the author Chan
(2019). Employees with access to sensitive information pose a significant risk to an organization because of the
"insider threat."

The cost of insider threats is expected to increase by 31%, from $8.76 million in 2018 to $11.45 million in
2020, as reported by a study by Proofpoint (2021). Since humans are the least reliable security mechanism, we are
usually to blame when sensitive information is compromised. 85% of data breach incidents are caused by human
error, according to research by Stanford University Professor Jeff Hancock and security firm Tessian (Tessian, 2021;
Tongkaw, 2019). Some 27% of data breaches and 67% of phishing attacks were caused by the carelessness of
insiders, per the ENISA Threat Landscape report 2018 Sfakianakis, Douligeris, Marinos, Lourenco, and Raghimi
(2019). Employee carelessness, such as using simple passwords, sharing passwords, not locking devices after use,
or connecting to unsecured Wi-Fi, also contributes to the prevalence of insider threat attacks. X-Force found that
60% of active technology threats resulted from malicious insiders, and 40% resulted from employee negligence
(Liewtrakul & Kaewbanjong, 2017; Singleton, 2021). Organizations are at risk from malicious insider threats for
various reasons, including retaliation against coworkers, conflicts with employees, dissatisfaction with the job or to
help family and friends, industrial/IT sabotage, or the pursuit of business advantage (Dawson, 2015; Gelles, 2016).
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53% of cyber security professionals agree that it is difficult to detect insiders in the cloud, based on the findings of
the Insider threat report by cyber security insiders (Cybersecurity, 2021).

Dtection of insider threat in cloud

m Difficult to identify ™ Somewhat difficult  ® Significantly difficult

Figure 1. Dtection of insider threat in cloud

To protect important assets, the organizations should be aware of the impact of the insider threat and
implement methods to control the threats caused by insiders.

LITERATURE REVIEW

The researches done so far on insider threats are based on three aspects, the first one is insider, the second
one is insider threat detection, and the third one is threat analysis. The graphical representation explains the
classification of the insider review. Followed by sections that describe the each classification in detail. Description

begins with who are insiders, their motivation, types, and their effects and is followed by methods, techniques, and
evaluation metrics.
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Insider

The insiders are the authorized employees who have direct access to the resources, in physical access the
insiders directly connect to the network and devices to collect the data or perform an action. The privilege escalation
represents a misuse of privilege access or misuse of confidential data. The insiders are classified as masquerade,
traitors and unintentional users. Masquerade is the one who accesses the resources pretending as the authorized user.
Traitors are the users who have direct access to the resources and perform the actions intentionally. The unintentional
users are the ones who perform the actions leading to the threat to the organization without their knowledge. As per
the Data Breach investigation report Verizon (2021), the 30% of the attacks are due to mishandling of confidential
data. The cloud attacks are made by insiders who have gained access to the organization’s cloud.

Motivation

Identifying motivation for the insiders is most important to detect the insiders. According to Cole and Ring
(2005), the motivation is classified as financial, political and personal. The report Verizon (2021) states that among
the 265 incidents in 2021 the, 80% of the privileged misuse of data is caused by financial motivation. The other
motivation of malicious insiders could be different political views of staff that may lead to harm the organization.
The third motivation could be personal. It could be a particular employee’s personal opinion or blackmailing the
employee.

Motivation Percentage as per CPNI report [7]

B Financial gain M Ideology M Desire for recognition  Loyalty for friends/family/country B Revenge

Figure 3. Motivation percentage as per CPNI report
(CPNI, 2013)

These numbers show that the organizations should not focus on outsider’s malicious attacks but also on
insider attacks to strengthen the organization’s security.

Insider Profiling

As per the authors in the book- The CERT guide to insider threats (Cappelli, Moore, & Trzeciak, 2012),
insider profiling is classified as sabotage, where malicious insider uses the data/devices to sabotage the employee/or-
ganization, theft of intellectual property where malicious insider leaks the organization’s confidential data, fraud
which represents unauthorized access of data/resources by a malicious insider, and espionage revealing the organi-
zation’s confidential information by a malicious insider for political/military or economic benefits (Cole & Ring,
2005).

Effect on Security Measures

The CIA model describes that confidentiality, integrity and authentication are the three major security
measures in any organization. The authentication represents that only the authorized users shall have access to
the resources. The malicious insider can get unauthorized access to misuse the resources or alter the information
(integrity) and also leak the confidential data. As per the authors in Al-Mhiqani et al. (2018), the malicious insiders
have access to organizational resources, have knowledge about the important organizational assets, and also gain
the trust of the organization.
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Insider Levels

The insider levels are classified (BaMaung, MclIlhatton, MacDonald, & Beattie, 2018; Gunasekhar, Rao, &
Basu, 2015; Long et al., 2011) as pure insider — employee who has complete access to the organizational resources,
insider affiliate-employee who doesn’t have complete access to the organizational resources but has complete
knowledge about the organizational resources, for example the friend/spouse, insider associate-the one who doesn’t
have access to the organizational network but still can use the resources like devices for example the cleaners of the
organization, and outside affiliate the one who gets access to the organizational resources illegally.

INSIDER THREAT DETECTION METHODS
This section describes the techniques, datasets used to detect the insider, and use of analyzed behavior of the
malicious insider.

Techniques Used to Detect The Insider Threat

The most common insider threats are data exfiltration, data integrity and availability, and sabotage (Liu,
De Vel, Han, Zhang, & Xiang, 2018). According to the research Farahmand and Spafford (2013), perceived risk and
benefit of insiders are inversely proportional, also proposed a model to identify the perceptions of risks involved and
the characteristics of insiders and also how to identify insiders. The near-miss management system was proposed
by author Oktem (2003) to identify and provide security from unintentional insider threats. The near-miss process
(Oktem, 2003) consists of eight steps. First one is to understand the definition of unintentional insider threat and
identify the near-miss. The second step is to record the identified near-miss to organize and better understand the
impact of the threat. The third step is to prioritize the incident of threat that occurred. The fourth step is to distribute
the identified insider threat report to identify the cause of the threat. The fifth step is to identify the root cause of
the threat and also to detect vulnerability if it exists. The sixth step is to provide the solutions to the identified root
cause of the threat. The seventh step is to disseminate the solutions to the ones who were affected by the threat,
and the eighth step is tracking the solutions and recording them for future identification of similar threats. The
near-miss concept is a bottom-top strategy to identify the insider threats.

In previous research, the prediction of insider threats models was developed. As per the research Schultz
(2002), multiple indicators such as employee behavior, personality traits were used to predict the insider threats.
In contrast, the prediction model proposed in Kandias, Mylonas, Virvilis, Theoharidou, and Gritzalis (2010) uses
many factors such as user taxonomy, psychological profiling, real time usage data, and a decision algorithm to
identify the insider threats. Some threat detection techniques monitor employee activities to predict the threats. The
UNICOS Christoph et al. (1995) proposed a model to create user profiles to count the number of times users access
the system at a specified time to detect unusual employee behavior. Several techniques were proposed to model the
insider threat behavior. The Bayesian algorithm was used to model a structured method to detect unusual insider
behavior using the log files (Ambre & Shekokar, 2015). The one-class SVMS was used in Parveen et al. (2013) to
build the insider threat detection model upon the normal streams of unbounded and evolving data using the concept
of data stream mining which increases the weighted cost of false negatives and the accuracy of the prediction.

The Behavior Based Access Control (BBAC) method proposed in Mayhew, Atighetchi, Adler, and Greenstadt
(2015) uses machine learning algorithms like K-Means++ clustering algorithm, Decision Trees algorithm, and
Support Vector Machine algorithms based classifiers to control scalability, to predict the suspicious network data
like HTTP requests and TCP connection behavior and also improves scalability and reduce false positives by
adding dynamic nodes to the model. The BN modeling method was presented in research Roberts et al. (2016) that
uses various detectors and fusion algorithms upon the dataset of users to predict the insider threat, also suggested
that previous predictions could be introduced as a new node to the existing model to increase the accuracy of the
prediction done by the insider threat detection model. The research in Garfinkel, Beebe, Liu, and Maasberg (2013)
uses forensics tools and the approaches like Bulk Data Analysis, Random Sampling, and Automated File System
Metadata Extraction to build the local surveillance system to detect unusual employee behavior compared to the
co-workers and their earlier work history and also detect the user accounts if it is accessed by an outsider the and
generate the report on regular-but-unpredictable basis. The author Yuan et al. (2018) presents a model for insider
threat detection developed using a Deep Neural Network, this process uses the Long Short Term memory (LSTM) to
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learn the unusual user behavior and extracts it into a featured matrix and Convolution Neural Network (CNN) uses
this featured matrix to detect the insider threat, the accuracy - 0.09449 is achieved by the experiment done on the
dataset in the best case. Many researches were based on machine learning methods, neural networks, clustering, and
statistical classification to develop threat detection techniques. Upcoming research requires a detailed understanding
of the insider to detect the threat and prevent organizational loss.

Analyzed Behavior

Biometric analysis was done by the researcher in Wang, Tan, Shi, Su, and Wang (2018), describes the mouse
movement as a measure of a malicious insider. The various methods like SVM, PNN, decision trees, Bayesian
algorithm were used to model the malicious insider behavior. The Chen et al. (2014) uses a similar feature with
keystroke biometric to model the behavior of the malicious insider. The cyber activity behavior is described in
many research based on the activities like login, email access, etc. The researchers in Nikolai and Wang (2016)
provided the k-nearest neighbor to detect the insider in cloud and proposed a solution for data theft in cloud IaaS
architecture. The log features of email, files, HTTP , devices were used to detect the insider using machine learning
methods (Lo, Buchanan, Griffiths, & Macfarlane, 2018). Psychosocial Behaviors of insiders like tension, agitation,
and anxiety were used to develop an information leakage detection system (Lee, Park, Eom, & Chung, 2015). The
physical behavior of the user was detected by using the Euclidean distance to identify user’s behavior represented
in nodes, log details of various resources like email, cameras, websites (Meng, Li, Wang, & Au, 2020). The other
behavior of insiders was analyzed by focusing on various features like use of authorized data and transfer of data,
keystrokes of a user, use of resources like printer, scanner and USB in (Nithiyanandam, Tamilselvan, Balaji, &
Sivaguru, 2012) using a layered defense system proposed on monitoring of data and activity of a user.

Dataset Used

The several parameters like Id, timestamp, date, PC, etc. of HTTP, Email, login/logoff, File and Devices
from CERT dataset (Kaggle, 2022) were used in Lo et al. (2018); Bose, Avasarala, Tirthapura, Chung, and Steiner
(2017) many research. RUU sensor was used to model the biometric identification of user behavior to detect the
insider threat (Song, Salem, Hershkop, & Stolfo, 2013). A gamified competition was modeled to obtain a TWOS
dataset of instances of insider threat to monitor the features like keystrokes, mouse clicks, network traffic, email,
and log details (Harilal et al., 2017). The APEX data set is used to detect the malicious analyst. A normalization
method is used to identify the data’s inconsistency and noise that occurs due to malicious analysis behavior (Santos
etal., 2011).

Evaluation Metrics

To detect the insider threat, many classification evaluation metrics are used. They are represented in below

table.
Table 1: Evaluation metrics

Evaluation Metrics Description and References

Precision = TP/(TP+FP) Precision represents a true malicious insider value
(Parveen et al., 2013; Nikolai & Wang, 2016)

True Positive Rate TPR = TP/(TP+FN) It is defined as the fraction of insider threat data on mali-
cious entries that are correctly classified (Lo et al., 2018;
Parveen et al., 2013; Nikolai & Wang, 2016)

True Negative Rate TNR = TN/(TN+FP) TNR represents the ability of the model to correctly iden-
tify data without malicious entries of data (Nikolai &
Wang, 2016)

False Positive Rate FPR = FP/(FP+TN) The fraction value is calculated as a number of legitimate

insiders marked as malicious to an actual number of le-
gitimate insiders (Parveen et al., 2013, 2013; Wang et al.,
2018)
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Table 1 Continue...

Evaluation Metrics Description and References

False Negative Rate FNR = FN/(FN+TP) False negative indicates the fraction of the missed mali-
cious insiders that are considered as legitimate insiders by
the model (Wang et al., 2018)

F-score = 2(Precision.Recall/(Precision+Recall))  The F-score is calculated as a harmonic mean between

sensitivity and precision (Wang et al., 2018)

Accuracy = (TN+TP)/(TN+TP+FN+FP) The accuracy represents the efficiency of the model devel-
oped (Lo et al., 2018; Yuan et al., 2018)
Time complexity The time is taken by the model to complete the task of

classification (Mayhew et al., 2015)

Challenges in Detecting Insider Threats

In the real world, most of the organizations ignore insider threats due to ethical or privacy issues in the
organization. The most of the existing research done is based on the existing data. Even though the data is collected
from the server log, it can only be used later in the offline forensics to detect the insider (Mayhew et al., 2015). It is
difficult to apply the models developed on the live data to detect the insider in the organizations. The external tools
like firewalls, antivirus software, and threat detection systems can’t detect the malicious insiders (Hsieh, Lai, Mao,
Kao, & Lee, 2015) as most of the insiders perform malicious activity during working hours. The complexity of
the detection of malicious internal also increases due to the encrypted mechanisms used to perform the malicious
activities. The other challenge of the existing threat detection method is differentiating the authorized and malicious
users.

CONCLUSION

In the current digital era, one of the dangerous threats to organizations is due to the insiders. Most of the
organizations are facing issues with insider threats since the global changes in the business environment. Excessive
use of cloud and BYOD concepts to work from home was one of the major reason to increase the insider threat
since 2019. Various research and studies are held in the field to detect and identify the malicious insider in the
organizations based on various factors like log details, time stamps, email usage, server log, keystrokes, and
mouse handling. This paper focused on reviewing the concept of insider and insider threat detection. Some of the
recommendations for upcoming research are to use the hybrid solution to develop the effective models to detect the
insider threats, to enhance threat detection methods, and evaluate the performance of the existing methods using the
live dataset.
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